Case Study:'Private Equity

vCISO, Compliance Readiness,
and Risk Reduction

BACKGROUND

Global Private Equity firm with over
thirty companies in their current
portfolio representing multiple
industries and services.

THE CHALLENGE

After suffering a ransomware attack
with one of their investment
companies, the private equity firm
wanted to assure this would not
happen to other companies within
their portfolio. The private equity
firm did not have a solid
understanding of the security
posture within their

investment portfolio of companies.

THE SOLUTION

RKON provided a low-cost ISO 27001
Assessment to get a consolidated
view of risks and controls spanning
the entire portfolio’'s IT, OT, ICS and
connected devices.

This current state assessment of
controls allowed RKON to assess their
maturity level and risks across the
entire portfolio of companies.

In addition, RKON performed
Application and Penetration Testing,
IncidentResponse and Forensics that
identified critical or high
vulnerabilities and provided
pragmatic remediation guidance.

RKON included a Fractional vCISO
for the Private Equity company to
leverage on-demand security
leadership as well as deliver a three
year roadmap to assist with
budgeting and project justification.
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THE RESULTS

ENFORCED A ROBUST ) ) . .
SECURITY DUE DILIGENCE This Private Equity firm now has a

PROCESS FOR PORTCOS security program that covers its
entire portfolio and includes a robust
security due diligence process

when acquiring new companies.

GDPR AND CCPA
COMPLIANCE READY

The client fully understands privacy
requirements and remediation
activities, ensuring portfolio
companies are prepared for GDPR
and CCPA compliance.

ABOUT RKON

For over 25 years, RKON's human
brilliance has driven our technology
solutions, guiding customers to a
fortified, Quiet IT environment. At
RKON, we do that through a security-
first approach that meets our
customers where they are in their
digital journey.

Security is seamlessly integrated into
every aspect of our work, ensuring
peace of mind and proactive
protection for your organization.
Where others see challenge, we see
opportunity.

Are you looking for a proactive

approach to fortifying your digital
environment? Let’s talk!
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